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Abstract: The power dispatch automation system is the core of power grid operation and control, and information security directly

affects the safety and reliability of the power system. As the process of intelligent and digital upgrading of the power grid accelerates,

the risk of network security attacks is increasing. The article studies the information security status of scheduling automation systems,

and provides a detailed introduction to technical measures such as network security protection, data encryption and transmission

security, identity authentication and access control, illegal intrusion detection and defense, information security auditing and record

keeping, as well as corresponding application and development suggestions. Research has found that establishing a three-dimensional and

multi-level information security protection system is necessary to better ensure the security of the power dispatch automation system.
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