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Exploration on Safety Management Strategies for Power System Automation Technology
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Abstract: This article aims to explore the safety management strategies of power system automation technology. With the widespread
application of automation technology in the power system, the safety of the power system has become an important concern. The
article first introduces the basic concepts of power system automation technology, including its application in the power system and its
critical impact on system safety. Subsequently, in-depth research was conducted on the core concepts of power system security
management, including security definitions, security threats and challenges, as well as security management principles and frameworks.
Furthermore, the impact of automation technology on power system security and potential security threats were discussed, and how to
integrate safety management with automation technology to maintain the security of the power system was discussed. Finally, the
development, implementation, and monitoring of safety management strategies for power system automation technology were studied to
ensure the sustainability of system safety. Through in-depth research and discussion, provide useful insights and guidance for decision-makers
and practitioners in the field of power system on how to effectively manage the safety of power system automation technology.

Keywords: power system; automation technology; security management

gl%_ %%%‘0
Bt BUARAE 200 v D AR JBE H S 480, 0 ) R 4 1 BN RFENURAELE
{1422 Ak RN 2 R B B SRR AT . L R GRS E M R] 52 1.1 BARGHLE
AT T AL H AR A Db AR P R G E L AR i HL) R G — AN AR BRI SRl ¥, B e/ A

HZNJLHER, B EARIZNH OB R25% ARRAAEREE, DU 2 S SUEIN I FE R Bl
P s O e (BRI B TN 1 3T 22 k. IRk, PR R L A R Sl AT L PR £ AL, XS 3L
ASCE R RGBS EOR K % 48 PG, LAR [ £ P AR O HL D (RN RS E PEAT AT SE 1« i1 ) R S 12
RN ARG EEM Z et HERIBE I RG A AT ERSENE BURANE Tk A P AR s sh i R 81T
BRI FAM S, 045 B S BORLE R T R GE P (1R A Ik, B RAEEEAM SIS /ER B 2 G EE, LA
LHIS N RGN . B, KRR SR N T RS AL 2 e FER— R T, A
ARG 7GRN OENANEZE, FBIE I S 24 SO B RS H ML EOR I 2 48 BRI, DL &
SRl o R HE B AIMEOR SN LB, T RGNRCRA L ek,

WARPRE 2 A B B BRI, DARI I L - fi 1.2 BB ARERNDRFEHHINA
J » ARSORE T HL T 2R 98 H B AEOR 22 428 PSR (1 1) 5E H S ERAE L 2 48P KRS RN B AT

SN, DL DR R G 22 2 VR AT DL I S BT Rt KRB XL ROR ORI AR 4t B Be e AT R )
Yo X — BT TR R G E LM AL 22 R, EATE AR BRI RGERIRCR . TR 2 A
AHEEFES RN O ARRE N RGO ERME T AN WIAIEH RS, W SCADA R4t (A R Rehs STt 1l

Copyright © 2023 by authors and Viser Technology Pte. Ltd. 85



@f' VISER

KALEHE - 2023 6% #5125
Hydroelectric Science & Technology.2023,6(12)

HL I RGEIVERE, J I SR E 2 PR Tt SR A v 1) L %69 i
P ARV R PR DO A AT P 0% B B M A B R R ., T
TR E A I R G AR T RS 4E 4 FIF P &2 2 1
X 1 BRI R A BT AR ) RGBT
[ Bt R A SR F L ) 75 SRR AT e R BRI 1 S

1.3 BIIEANBEARERENEE S

HENHEARIER ) R G R I XN RAER) 2R
B R IRHEBIFN . BEE ) RGBS = A B
W0, 22 A ERA N OCHE . DA 2 H BB F
RGN EEEN I 1%, B3R
R AR 0 AR 50 9 (1) i) SR 22 4 P o 308 3o S A 2 A
BARAI T, XL AR ] DL ST RIS B Sk R, DA B
SRS ok L6 1] 8L, /SR XU . FLIR, E sl
AR$EE T RS o 16 TG R S F R, X
SR AR T DA Bh R Ge i 1 R, DA/ I (], 4
ERGMAEENE" . AN, SR AT DL A R i
T REYE . B E S HIAERTE, RER RN E
WHT N TIRAVERIUERAE, AT IRD 7 $R 1 2535 1 XU
AN, E BRI B T4 w1 v ) JR G0 10 22 4 1 i A
it o EATRERS ISR SRR, DME AT 5 /b
M2, AN S B R K2 .

2 BARGREEEHS

2.1 BHARBZREMENX

ML) RG 2 MR AR B ] RGAE & PP %A T Y by
FOREFVEREAE A HVE RN, DA 2 H AR B 1 2 1
A SEME AR E M B SR B o X — MBI EE T AN R )y
T, AFEXSH S R RIERAE . gEPAT I, DL 8 s
TE B AR XU TR 3 RIS o 1 B SV 1) 2 it L ek
RV B ) 2 G b 0 e S AE 5 P L T RRE A L, GLAR T IG5
Rk, LRI BARRKFMHALRE G« B R
GuII AR B B AT A& 2 FH P 0 B RE SR TR R I O B R . )
— 70, H 7RG B AR 0 AR R E A EE Y
DABA A% 32 31 R G0 45 AT R B RE RS 1L W I8 4T - IX PP LR
2 (R 5 PR T &b Tl A N7 P 28 S BB iy
I 0 DR B A1 A P ) R G 22 A PRI L B R 4y - HEL)
FA G0 ZI R RS AG U RTTN7 o 3% A ik o R XU, 2 b 2 i
et | B A W i ORI 95 R R o B A AR B XU
ATLARR/D B 7 RGE AT HURT TE], S RA AT EEME . EAT,
B BRI L RGUTR R, B AE B2 e AR
R B R RGIEERANE B2 R AU
il FHREEERT T4 R AR R et e E

2.2 BARBKREBM Sk

L) R G i A 2 Pl 2 4 B R B R, 3% 226 pal Jolp AT Bk
4R T BT 3 40 ik m R AT S A KR . AR T
PFE FOKFIHLRE, DA R R v 4 e | it L5tk

AR 2 Tk A AT RE 3 B0 0 R G R AT iR Rt L

ZAC LR B AN AT RREEPE PR ARSI T ARG R Ak .

86

2.3 LEEBEN 5HEL

ML R G0 22 4 T U R HE 22 2 B AR R SR8 4T 11
A, AEHBEET—MASMARR, IR, P
FSCE L) R GE R 2 A o DB 1Y) 22 4 A B D6 ) A XU
PEAG L LRt B AN AR, 8 PR ) R
G RS LE JRURG R By, 5 FE 2 T LR TR 8 it 9/
A R T ) AT REE o Wb A, 3% 2 et T U e A TR AL
M RGHEAT, UHRR MR M e . R RS
U, A S N R RIRR e ] DLBRTE N ) A, PR
o B A E R B AR o, MR TAEN R T R
B AG I AR S, P8 Al AT T X 25 b 1 B0 () BE 7 o I M Ji
) FFEIEE 2 3 5] i O L ) 2R 9 R 8 3 I A 7 A8 A0 P 8 foly
ik, $Em e VRIS,

3 BARZEMUFEARAERE

3.1 BHUBAMBENRFELREHFM

H BNk ARTE L) R 48R 1 R R Ge i 22 4 1 7=
AT BRI X — RN E R PUE LN LA B
Je, HEMLEARE S T B RGHIRCR AT EIEN. B3l
b 22 G5 BE W SR WA I 42 R0 L g R 6 1) A5 AN AL R
Oy, BLFEARCR BEL. AP ECRT AR . X b S A
SR R G E SIS A AN v 25 98D T N R AT
Aett, MIMidEm T RGBT RN X, AR
TNEE T H 7 R G0 R R 3 M RN S B ) o B AT AR RR IR
KA ) T A R AR, HEL) BRGS0 0 R I 1 A
EHE LN . [ B RG] DLEOE R AN ) T SR S
PUE RIS WA 73R, A4 s 7 RGN0 RETT, I8
AT E SRR TR . A, Bk EARINER T &
GBI A . B B R GERE S B G IR R %o} 25 Fof i e
MR AR L, RGO . WA R AL . EATIE RS
RS WP A 114) 4l Pl R S8 i Tk 5 AT 2 i SR B it o £
RGN FE SN, &5, BEMGEARSE T R
REMIBHEFE BB P i) R G A KA,
TXEEHE T LU T I A AR AL Rt RE . BBk
RG] LA HLFN A3 ik Se R, $RALIRSE )y, FERE
80 HE B R SR, [ B R AP HUHE B 52 R 22 AL I [l A
JA o

3.2 BHMUB AL LB

R E SRR o Rtk T Y2 Ak, (B[R
WEINT — RV LE 1 2 A B o F b 55 035 1R /2 X 245 05
i, RUNH I RGERIBCT R BB IEAE R . S8 Moy
Hr R ENR A RE I IEHINGG, TR GHE1T
7 BB BE BN W 4% o BEAL, SRR S — B
I, T DU R G PR ARG A SO . N
B AN R A, DRI A P AR N 53 B 400 i AT A
FHEBR, HRESEEME RN, K, SF5%E
W AT REXT B B A =25 S R, PR BAT AR % o it
PR, anAR IS Az il 4% .

Copyright © 2023 by authors and Viser Technology Pte. Ltd.



AKHLRHE - 2023 6% 55123
Hydroelectric Science & Technology.2023,6(12)

@" VISER

3.3 R EREFAHMUEARME

REHE AR RS R R RGN
S5 T B AR I s R N S SR
REFL G, 0 R GUE B T LS /KP4t
AATFENE . — T, BBy e HERE 7 1)
TAY. Btk RGR ST T R HPRES, R
TELE I AT Bl TR IEER RS S FJt,  AATTD BERAIR 1 S A
HACRR R AR o SR SRR S NI B e T RAR LT B iR Tk
ELIUL, ARG AR E . Ty — T, R R
TN B S EASRAE T J7 A AR @l KR PFAl . Sk
b RSB IISEIIN, H RGEAE B RS WA 2 4
PERIRSE ST, FE ARG L 430 XA TR B 2h
AR B IS5 B2 224, 8 S i) 22 4l o

4 BNRFENURAREETRRM

4.1 RERMHEX S BR

24 SR K E SCRT A ARE L) RGN % A B p B
AEREZNMEN . LRI T — D2tk 54
WA E SCASEEL AL 7] 2R 98 % A EIIRZ O FLAR - 1X 25 H AR
HIE RN TR RGRES R . ATSEE AR E L,
(7] I P 2 T £ RURSE AT B P 3o R SR AR RE . 5
24 SR B E SCELAE — R AT T o IX AR RS
I RGENIZAT 4R RN T RS S, DU iR R 58
FER PG OL T ORFRREE AN AT HE o BN, 22 HREIE 75 W]
B 58 S GON ) 22 A, LU ORI A AR SR S AR G 1
R B IR AR 2 AbiE ™ o 22 A SR IR A T At
WIRAINIR T DAV Bl 70 R G B AR A DL At RO
REUATEN, —LekbE H b im gt sk, RwH LR 7 R
GEREMEAE S AP G DL T RRELSROE AL Ty, LA T s SR A e
BB RAMNIANE DO A AR A E I, R 4E+F
HL ) 2R 4G5 1 L R A 45 SRV Y, DA IR B R 4
(e ML AR BENS I W AT ME B, B, PEAE AT
WA ALK 25 ot £ PRSP AT i /I 52 R 43 FL P B 6 XL
Wrs Bl RS R 24, RO REBHREAEE AR
REFROTT A T-IEBIR IR DAL AT Rpsdh, AP
T NLARK T TSR ER , AL R D B O S i e] A4
AETRI L™ o S e ST AE— I H AR AL T % 42 S 1
%Ly, H BN IR B RGNS AT 24, TP #5 SRS LA AL
(7] i 2 6f AN 38 A2 R A SR A B A PR A

4.2 RERRERIEIE

T A SR A ) R R R N R G s E K B D PR
X — IR T A0 AT SR T 2 A H AR, TRIR R G
MBSt B AIRARE ML WS B BE A fE R
2, VIROTRRSE . EHIE 2 e SRg I, 5 2 AT A
RS VEAl BB E L2 A PEARHE AU, L FEAN S s
AR TT R, $EE 0 TEAIA IR, S
WL AR 58 L 2Rl o 1K —ZR GV A SRS W OR 17 0 &

Copyright © 2023 by authors and Viser Technology Pte. Ltd.

GUAE AN AR A B S5 B A DR R KT R 22 A 1k, 3 2
JAUTER, TRV PR 7 114 PR A B o

4.3 LEFRHITHES M

T A SR 11 S it 5 M 0 AR R ) R G e A MR
BEICTE M LEA () L BEIA Y . — HL 224 SR ] 2 e i, 4 2
SR T SRR HLA 1 S o X 355 22 2 AT B0 B 2 4
VA& AR A, Bl 5% T AR CRARAT] T i 2 4 IR SRR A A 5
B, LML, DhE B RIS RGN A .
SE it %2 A SRS 7R B2 A VR RN, V5 B I TR
IEERTT o WAL P S AT BT B IR ARSI 7 11 22 42 ] 7
R, CAESREZY IE R it o 5 S0 B LR DA 5 B s £
LA M (AT RO, (R BS BA Bh AN W st R T R G
AR A St e & — MR AR,
T IR L) R G0 R 8 A T A8 A 1) BBl R R 5, [ B 2 it
FeE Rl ] FE A HL I HERY o

5 5iE

TEHL 1 290 B AR 22 48 3 SRR PRI, 841
RANEAR T B RGMIFEEAS, BB ARIEIL R
A, L BB AR ) R G2 A E M . R T
H I RGER) 2e A BRI FIAE S, DA K H sk B AT g 5]
N 22 4. B ENE, BT Ui 881 s 8
PMbHEARRE, UHRE RG24t RGN
SE AR SIS AT RN R A 2 P HE TR B OCE 2 fi
AR IZ N, B RGN Re 15 2 T
PETE, AH RIS R B 2 Akt BRI, ) ARSI it 25
B ARG 2R OC B, DL AR FE ) R G RE I AE & Fh 4% 1F
RO, SRR R R, PR XRS A
IR, HORP B RE B4, RG22
— NSRRI, R BN WG ST I AR . AE
Kk, B RGN AACR R R I i, A
B I YE B R EE M.

(&3 k]

(LJEEL B RZEFUNBEALLEES K] F
B A B 3, 2022 (24) : 85.
2l&®H. B A RAEHNBEALLEEI] BHER
., 2019, 17 (20) : 88-89.
BIEE, ZZ. BN RARE BB AL L ALT].
T B A 8, 2019 (12) : 147-148.
(41884, B R R H BB AR B &2 4| 19 A Fo Xt
% [J]. B FMK, 2018 (16) : 135-136.
BIEAKR. EHRZRAEHUNBEALLEEL NI LK
T A, 2018(9): 177.
EZE A AFE (1991, 1—), HlbiEk: #EgITE¥
b, frEsl: R IRERA ML, YR Ef: &
ERAERBRBAERNE, B RkITIF, BRELA: +
KIAENT,

87



