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Abstract: In response to the operational pain points of low efficiency of traditional key registration mode in unmanned substations,
insufficient security capabilities of ordinary locks, and lack of full process traceability methods for personnel entry and exit, this paper
studies a smart access control collaborative control system for substations based on Al perception. The system integrates industrial
hardware terminals, 5G traffic pool shared transmission, improved CNN facial recognition algorithm, and remote control capability of
mobile mini programs, and constructs a four layer collaborative control architecture of "perception collection edge processing cloud
analysis mobile disposal”. The article elaborates on the overall system architecture, hardware, and implementation plan for 5G traffic
pool transmission, with a focus on improving the convolutional neural network face recognition algorithm and the calculation process
of the traffic behavior timing analysis algorithm. The algorithm indicators are verified by combining on-site trial operation data of the
substation. The test results show that the accuracy of facial recognition under complex working conditions reaches 99.5%, the accuracy
of abnormal behavior recognition is 99%, the warning response delay is 1 second, and the 5G transmission delay is controlled within
10 milliseconds. The system has been implemented in the 220kV exhibition substation, achieving intelligent verification of personnel
entry and exit, proactive warning of abnormal risks, and digital approval of visitor permissions, effectively improving the intelligent
level of security control at the entrance and exit of the substation. It can provide technical reference for the access control renovation of
similar unmanned substations.

Keywords: substation; smart access control; 5G traffic pool; convolutional neural network; Al perception; edge computing
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