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Research on Safety Risk Identification and Prevention of Railway CTC System

LI Zhaoyuan
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Abstract: The centralized dispatch system is the central equipment for high-speed railway transportation dispatch and command. The
operation safety of the centralized dispatch system directly affects the order of train operation and the safety of passengers. The article
systematically identifies the security risks of CTC system from four aspects: device layer, software layer, personnel layer, and external
environment. Based on the current technological status, key technologies such as intelligent monitoring and early warning, big data
risk analysis, artificial intelligence fault diagnosis, and active network security defense are proposed for application. The information
security protection system of high-speed railway signal system should be based on network security protection, first ensuring the
reliability, availability, maintainability, and security of the business system. Research has shown that it is necessary to establish a
comprehensive prevention and control system that covers equipment, software, personnel, and environment, in order to actively
identify safety risks and implement precise interventions, and to provide technical support for the development of China's railway
transportation industry.
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