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Abstract: IPTV is broadband TV, which provides users with Internet-based TV, information and other services. IPTV service has
gradually become one of the basic services of communication operators and is developing rapidly. Ensuring the network information
security of IPTV has very important political significance, which puts forward new requirements and challenges for in-depth research
and effective response to the new situation on the safe production of IPTV business. In order to further implement the requirements of
maintenance management and risk control and ensure that the risk can be managed and controlled, this paper makes an in-depth
analysis on the risk control dimension, finds the key business nodes for automatic script deployment. When there is content tampering
or information security risk in the business, the problem can be controlled within a certain range at the first time, and the business can
be handled with one key.
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description shutdown-zhibo //##id, HAZHHE,
ElEiRe

TE%TI:FAFEJi%ﬁ , fREHREHNE (ip source J&
MW 1P, NEE), rule FEAIETE 1 15 TR, R
P BT AT AN UL 5 AR EOEIE, il hnik T =AM,
ECRPF

rule 1 deny ip source XXX.XXX.XXX. XXX //
Lk TP1 (i 58— AMHIED

rule 5 deny 1ip source XXX. XXX.XXX. XXX //
M 1P2 CGE AT RIFHNE)

quit //IBH—IX

pim //#EN PIM

source-policy xxx //pim N ACL TREE

quit

2.1.1.2 IREEHTH

sys /)N RGAE

acl number xxx //% ACL, Zm'5 AN xxx

undo rule 1 deny ip source XXX.XX.XXX.XXX

//HFE 1P
undo rule 5 deny ip source

/)3 AT rule HRIEFEA RGN undo

XXX, XX. XXX. XXX

quit //IBH—IK
pim //H#EN pim
source—policy XXX //pim N SR
quit /B —Ik

SRR - AL L R R SRS, 1 H R I

2.1.2 HPONIEHAL

2.1.2.1 RHHEFEH

configure terminal //HENTE B AR

//HETUTH FT e A, fEiB L fk il (ip source 5
(1P, AE), rule FHIMET 1 12 K% &, R4
IEAE )N, DL 1 B K.

ipvd-access—1list shutdown-zhibo
HJ ACL, ##RAN shutdown-zhibo

rule 1 deny ip any xxx. xxx. xxx. xxx 0.0.0.0 //

L IHE

// it g

rule 9999 permit ip any any // A SE v

exit //1BH 1K

2.1.2.2 WEHEFKH

configure terminal [/ HENBL B

MBS acl AR rule, ZRG1:

ipv4-access—list shutdown—zhibo /N4
N shutdown—zhibo [ ACL

no rule # // I3 BT 004 466 ) At
#AR AT B A H IS AN rule id

exit //iBH 1 X
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exit //IBE#HA

exit //IBHETE
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2.2.1 1 Rk 55 R

Sys /N R G

ospf 1 //EN ospf HHE

undo default-route-advertise always / /B
R RA e EH R

quit

quit //IBH 2 Ik

2.2.2 WUHPRH -

Sys //HENR G

ospf 1 //HEN ospf BEFE

undo default-route—advertise always //
B R A A i eh S

quit

quit //1BH 2 IR
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2.3, 1 FH P i Do 4% R A1

SNE //HENRGRER
//FEE ACL

rule 1 deny ip source user—group iptv
destination any //HRESHLN, FE4EPTAER

quit //BH—&

traffic classifier iptv

acl xxxx

//HEN iptv 5
//E3E 5] F S acl xxxx

if-match acl xxxx
quit /B —IR
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2.3.2 HUHBR
sys /N R G R
J/HEN iptv 15
//BCH LRG| F 3R A% acl xxxx
quit //IBH—IX
undo rule xxxx //MHER ACL 1%
SRR GINFERIHNE J5 , L@ P 2% Tk
A S L=
2.4 EPG
Pl linux R4, FNEEM httpd k55 A0
2.4.1 PRA#IIRSS

ssh P XXXX XXX. XXX. XXX. XXX

traffic classifier iptv

if-match acl xxxx

“service httpd
stop”

/) ITEREEEAR R 55 35 - PAT I 55 K A5 4 4

2.4.2 WEMRS:

ssh —p XXXX XXX.XXX.XXX.Xxx “service httpd
start”
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