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Abstract: With the development of positioning technology and the automotive electronics industry, in car navigation functions are
becoming more and more complete, becoming an important tool for people to travel while driving. The most important foundation of
in car navigation is positioning, mainly through GPS satellite positioning technology. However, traditional GPS positioning has poor
signal anti-interference ability, which makes GPS positioning functions susceptible to external signal attacks and unable to locate
normally. In this paper, the actual tests are carried out from the perspective of signal interference and signal deception, and the selected
test tool is Hakcrf One, which is an experimental platform based on Software-defined radio technology. Signal interference is
implemented through Gnu Radio Companion software, and GPS signal forgery is achieved through GPS-SDR-SIM tool, and the
expected purpose is finally achieved successfully. Finally, the article proposes some protective strategies to address the issue of GPS
security, which can effectively improve GPS security.
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