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Abstract: Information security has always been an important challenge in the field of communication, and password communication is the
key to ensuring information security. Traditional classical cryptographic communication methods have made significant progress in the past
few decades, but they also face increasingly serious security challenges, especially with the emergence of quantum computers. In order to
address these challenges, quantum cryptography communication, as an emerging field, is rapidly developing, utilizing the principles of
quantum mechanics to provide unprecedented security. This article discusses the current status of classical cryptographic communication and
quantum cryptographic communication, as well as analyzes future development trends. As the future direction of information security,

quantum cryptographic communication will provide higher levels of protection to ensure privacy and secure data transmission.
Keywords: quantum cryptography; quantum cryptographic allocation; quantum communication

HE

B B AT AR, 5 B AR R A 2815 5T AT
KA B, SR, XW5IR T LaMr ™ EH. fFiX
AME BERSERIEHAR, R4 SUBBE FIE S LS RS 2
REE, LG4 I 2 EARIUS T 535 1 sk, (EhE
ETHERE TR WTIG 5, 22 AR AR IS H 28 52 AR I
i, WRHUE T AR IRV S kA . B, FE
AU TR B BRI T AR, DARIGT I S gy . 75
EAERT, B TEMEEEN—TTME TR T I¥EE%
I8 B ATy U R A B B Sk R, FIHE T 15 0 53,
WA 5 M JEUEE AT EPR 248, 3R 48 T AT FT R A I1E R %4
P o A SOB IR AR T4 3508 5 A2 7 S5 6008 A5 i PR,
AKEATTH K i

1 FHEREZEBREHIK

1.1 MMBPFBEER

TEXT AR Z A A 2 b, in 2 i b R #0477
FIEEE, B RN “k7. IXFIA R AP SRS XU
2 18] T B A L A [ (B, 1% T s g
B RE R XK “k” A “K 7 ClURAEAE) 0 A
I (4 B8 P AR E A 140, TR Sy o s R e 2 i R 5 466 FE A

Copyright © 2023 by authors and Viser Technology Pte. Ltd.

[ R B - O T ORAIEIEAR (1 % 4 bk, 3 B0 U ™ s TR
I HAEIBAR XU TR BEAT A5 2 1, L6 20088 R X5 #R 4
M, W T 2R A s Y1 korik, H
PRGUT DR %, EIREN07 AR — A FELIY
XIFRE B “k 7, IXAN I RE R ZEAE Y o BE AL A e s R R
I BEHUE AT B . 36—, RS “k” &
B AR IBE XU, W IO, By
SRR T ST I I R, B A A
=, WEXT AT CAEER b, SRJE AT E Y], XA
i AR L A, (H ARG, Rl R Im B B
S50, X5 AT LLIE R 22 4 4R MRS 9, i R B Y
LA, R RN A, (AR REA S SR 1E
SKEBRR A AR SR AR LIRS A — e 57 T AT RE R A7
FE—SEBA o RE AR AR L Al 3B 5 0 55 B
PIREAE B LA 2 T REARAG SN 5 A

1.2 ERBRABEFFR

ESFRE PLRE AR, )2 B T R R AT L,
Je— T B AN A 75 e AERXAME R, AEAE X
W, —MRATIFN, FARH, FH—DREER, KA
He APTHTIEHE, RARTMHEHE . AR

25


http://qikan.cqvip.com/Qikan/Search/Index?key=C%3dTP91&from=Qikan_Article_Detail

@" VISER

BIRETT L - 2023 6% SIS
Smart City Application.2023, 6(8)

R AR LR RE P LT R Bs iz @
R IE T KA A S8 it RSA (—HhEXSFR
I O I 2 VB TR — N R R A R
R R, 3R —ANEZ ST SN L3RBT R 4F 25
2T FHL LT JC VA TE & 2 B TR) P R AR 2 T KBRS
I RS I R AR PR AR R . SR, Shor’ s BHE (—
TR CEUEl], A&7 AT DUA ROt g
XA, T UL G (AR R SIS et N T
XS BT TS B, BN R AT R T A A T
W, XTSRRI S, DR E 1)
A B T A AR RRE N, IR 2 A E S i )
TRAZEZFGE, DR, BRAPREZA 5
BrESERZR, AR T2 5

1.3 Vernam ZiAK R

Vernam % P &R, PR A — M 25 % 15 A
(One-Time Pad), J&—F7E{R %815 Sk B AT 4a%) 22 4
PE RN T 1%« 1205 R R R N Vernam T+ 1926 4E42
H, HE 1949 4, EEHERZEE AN E - FR
(Claude Shannon) UFHA T H A%} %24, Vernam %4
R REDR G K IS M BAE AR, X2 Z 5N
KBRS 2 — o BN LIREEALN, —RMER, X
ERERANEH R T — N #E, ATESEA.
FER, Vernam %54k RUAIEA A Xt 124, W
Fe v, RIS Bty 2 404 B A7 ] R A0 85 BR85S0, e
fil R BISC, X R RAREAN S HER AT LU= AR R %5, A
2R 2 F B SC AR (5 B . Vernam ZE44K R A0 £k
Wil — B, G AE U7 i e SR R
B, Haete gy (i o Fo A A A, X RS R s E
TR AR R MR, DR A2 I o) BORD A B S R I 2
SEREEE . f TP WA, Vernam F 911k &
MR H BIIAE— B R AeT 2 B T S2briEfE 4, RAE7ME—
BERFIRIE LR, 90 0 2 S A5 B s B U I U dAE
Al RE e R X P A AN E . B2,
Vernam MK R & —MEA LR 2 Ve INE T, A
T2 B BRI, TR BRCA AR IZ WIS ST 2 B
F o FESEBRN Y, FARTE SR N 07, o FRE
I AR AR S N, 8 O L, OAEA AR g T
T b e B A R AN 43 BC ) ) A

2 ETFEMLBEMNINK

B0 I8 E 0 A Bt 2R SR L KR F )
S.J. Wiesner $2H. Wiesner fE£ 1970 E A4 #EE T —
MBS, @A “Conjugate Coding”, HA#RH VA&
T JEBRAL IR BN TT 5o AR, IXAMARE N 4
IR TR A M IR 4 115, HE 1983 A4 7E2 W bk
RFo H—, BT HIDIEE L DR 2 40 2241,
FET BT )5 I B, e AN AT P A o R O

26

T IBAE P A DR 1, RIS T ol P e Sk I R AT
%, WEEWMETEH. B2, BETHDIEELARE
SEAME R A RS G, S RO BT A Y
wH, N E T EE AR A ENCE, AT T
JREERBAE HEAT NS AR =, BT RS
TSN Bt o i ST W B AU R AR
I, R T FEE, XSRS,
HHEHSWEB AL, 857 285 BB TE Bt
F0, EFEMBETIHR T 2R, JEHAE R UK
PEAS AU, EFEEMEMAS Y. B HITE 7%
AE Y SE RN R AR R, (H'E 4 ON1E B 2 4R
MEZR AT M2, BT HLEEE MR g%
APEiE s 77 a0, AR T R, S5
57 OB AS A 20 85 B R TE S bR B FH T T I B AR
Phlik, (HERERT KRG B L&MW —NBET, Kol
TE TN B SR D B

2.1 BT 2N EEXHNASEFRRNE AR

B92 B —FMETHAEELHHERET RAM
B RITE, NEATFEMHNUNEZHETS, 5
fE451%) BB84 WAL, FEANfRT L, (HACRISAK. BI2 )
BOEE TR T A HIMER, RIS 7 miR &R fE 5
A% O AR R A 2 R IEAS BB S A g g kAt
SRJG (S WU B R H h — AN SR AT IR S8
JiEE RN AR B, Sy AR R IE T BT .
SEIEAE AR R B, AR ANBENLRIRS, AT
DU O B (R “07) 345 5 (RoR “17), SRJG KIEAH
NI k4 Bo SR, EEREDE TS, BEMLIERE—
AN EAECTE BT ARIERE D, TR 90° 5(135° .
WA B R HES A PIRIRSTEE, A04 B ERIEK
TFENOE T A2 B BN RIS A P RIRASAH
VLECHS, B AH 50%MBERIL T X — DI T
B X TR A R s 5. 55 =, B G DRSS A5 50 A,
{EASA TR S AL HE R, SR 5 A R B #0535 A0 e 3 A
BREE, BRSBTS 8@ I . B0,
Tk, B OBBREIMOE FRACHE AL (“0” 8“1,
Tk Hgmi N Z HIMRY . S5 H, B BENLAA —H 0L,
DAL A B EIR(E [ 52 8RN B IS . 575, 20 A 1
N, RTHE A GBS, BN RIAL TR A E .
B92 YMM ) A BT 7 I e, R 4 B id i
R A B e f 67 R B3 B A T SRR T B T R A
LXTATT RN, RUNE T 7122 AN e PR R 3R T B
LS RA L EA S A MWIRESICE . BI2 77 E AR
1 BB84 5 R IHI—2F, BN HRA Y BEEm &S
A fRIRASICECRY, B A 50% IR EDE T

2.2 ETERSHUBEEFZHHANEAR

T EPR SHIMEETHHSA TS, WMFA EPR

Copyright © 2023 by authors and Viser Technology Pte. Ltd.



AR - 20235563 4581
Smart City Application.2023, 6(8)

@f VISER

PrlEk E91 Bhif, A2 HH Andrzej Ekert T 1991 4E42 HifH)
—Fh BB T7 3R 1T RO R B R &
2 (WA R AN EPR LB, DL EPR R T X E N R 5
TERAEIEZH . EPR S —MIRFRNMUBEE T, REA
i)+& Einstein. Podolsky fll Rosen (EPR) 7E 1935 ¢
Hi (%) EPR ZHEAS o XM BAA AR Rk v, Hom A
KL Z [BAFAERAE . ARG Flhn, o S H
— ARSI B, T4 S — AR RS —
AT, BMEEATZ MR SR . E91 Bl 24 /il
R 5—, RikH AQIE—X) EPR 44 TXF, JF
B A — AT ROE AT B, XT3 0 i) #5388
R BN —ANRRR R YRR AE A EPR A 2EAs . 35—, A
B & BEAATR LT BT — RAT &, GRS
W&, MEPERLZFEIL, BAE AR B Z L. 5
=, AR BRI B A B s — AN A s E 3 T E S,
(AT I B A T7 20, XA PRI 1 98 75 57 Ui 0t
AP T . BB, B ROk, A FI B ELBABATT R B A R,

FEOE 3 BE T @, X — D IRIEE AR
AT, UAHGREE N B B S0, BH, S
IEFIESIEfS, A 1B I [EHHA — B A BENLT 51, 1Xa]
AR . E91 Pl i) 22 A PEe T EPR ZHZEZSHIVE T,
G T EATAT A B 5T T 84S N AR R EPR A ZEAS oK
BebE, X9 A F1 B 853, Kk, E91 Bt 17 e
M2e A, BT EPR A ZEES B2 840 Be vl F T m FEdes,

PR EPR 24 20 25 T DAZEBCKC R B b 4 ORI o A,

—HA AR, R TR GRS, A gl
PP, CEMNART B9 iR, T BT
FRIBE AT MR ROR

3 EFEEBENARAIR

H M Bennett $2H 2 — A 7B R LK, &
TR (S AU A BS T B R, MU R
FHKERRE, 1 HLAE SRR T S T4 A8 H
IR . LR 2R TSl E MR a5 QML=
TEH R QKD HEF 1) QKD & 1 25 i Ji {5 1 32 2
WIS TRz —, CEEE R . Bl B LT E
A EL AR EF i Se Bl T KPR B 1 QKD, Sl iid sk 3 T
150km. I [E B2 Be L 70 i 5 o [ R e 7 A B A
YEBIIE ) 160km Y627 QKD &4 55 & — A R . @
H 25 1E] 1) QKDL [ F 25 1Al QKD thES T BB 5ent, H
BT CA S TALMBEBSIAH) 23. 4km, [ HIZE 1) QKD #%

ARAE— L5 5E B 5 B TR UHE, I TR ES.

T E PILHMER RS 89 0 AR KR TT [0 22— ]
HE— BRI T YU B R, DASCBUSE T2 ) % 42l

Copyright © 2023 by authors and Viser Technology Pte. Ltd.

R Va0 K Bt &5 I P BRI T A B R 1
Wi. @EFEHLE. B FEHILER AN EENA
Jl, R RS E e T EH, DSt RN
HBEzEN. ONSE TEY. KEMYSE T %k R4
R BT3RS R R SR T T 22—, s I B ) g B 53 %
PETEEML, LAHEEARNFENARFRR. ©F0I0E.
B2 B TR 80 7 % Al (5 AU 4k S0t 70 %2
APERR SR I, LG B AIE B S 4 R AR AU,
DLBR (L E A THI R 22 Al e T 2o IR, R & T %109
A AUEAT SR T IS VE 22 BR AR, R an e 25 B34 Pinge s
FR. 270G RS S, HEEAE RN REE
1o BEE AR IARWHES A IR AT 7T, BT iiE
(EHGAEAS B 2 Ak R 4R SR bR 25 2 (4 P, A B AR
2z A e A A B ey 200 ) ORI, LR R RN S FH T st o
Tl HEAR o

4 #E5ip

M, BRELEEHEFERBEERARTEERS
AN ASE T ), B R AR RN I
SLUELEGBEKBNKRPRR T FE IR S
S8, TN TSI AT, BEE TR g R
FH B I BRI T I, A% 0 1 28 ML 85 25 T T I o R
R BRGR, 5 EAS QAT AR R e . k]
i, A RLIEAE R — T A, FIHET %1
JR HE M5 B AR T S GO R R, JCH R R R T
B s MA R T, ETHLEERAICNEE,

(&% 3zik]

[ZH, ZEAE, 4FX, L ETETREFEGCHEFE
Bk = F e B KA %R [J. o8 £ &
%,2018,34(7): 171-178.
[2]MR . £ T SDN WE FEHERFNLRITI] &
WCFAHR, 2022,23(9) : 165-167.
BlkE. NEFELDEGHELEZI]. FEHE
15,2020,22(22) : 7-8.
(4] 3R R TRE R 2B AR TN E FEHESE 247 ]
Hox R, 2020(9):97-98.
(Gle M, A, TERE. ETECHRAL YA N4
#rLT]. T it T4, 2020, 28 (16) : 115-118.
(6] &, 1. £ T SINWE FEAARCNLXITEHE
[J]. B4 A, 2020,53 (4) : 898-902.
EHZE A 2K (1980.8—), F, AFENFHAALAH
iRt ENRZFERARAAT L, GHBEEFHLF
L, ARBRTANEERETALBAERS AERFOE
£, —REFHAREE.

27



