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Abstract: With the rapid popularization of 5G network and Internet of Things technology, mobile communication networks are facing
new security threats such as data breaches and DDoS attacks. This study aims to construct a multi-level security protection system based
on the theory of deep defense. By integrating software defined boundary (SDP) technology, dynamic trust evaluation models, and
intelligent anomaly detection algorithms, the accuracy of attack recognition can be improved to 98.7% in a simulation environment, and
the end-to-end encryption latency can be reduced to within 5ms. The experiment proves that the system can effectively deal with new
attack methods in the mobile network environment, providing theoretical support for the network security architecture in the 6G era.
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