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Abstract: With the rapid development of information technology, computer networks have become an important platform for
information exchange in modern society, and their information security issues have also received increasing attention. It is particularly
important to study the effectiveness of data encryption technology as an effective means of protecting information security when
applied to computer network information security. This study first introduces the main threats faced by computer network information
security and the basic principles of data encryption technology. Then, by comparing and analyzing the application and effects of
different data encryption algorithms (such as symmetric encryption, asymmetric encryption, and hash functions) in computer networks,
the Advanced Encryption Standard (AES) and Secure Hash Algorithm (SHA) are finally selected as the research objects. The
experimental results show that by properly configuring and using these encryption techniques, the confidentiality, integrity, and
availability of network information can be significantly improved. In addition, this study also explores the challenges of data
encryption technology in practical applications, such as key management and performance issues, providing reference and inspiration
for research and practice in the field of information security. The results of this study indicate that data encryption is an effective way
to maintain computer network information security.
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