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Abstract: With the continuous advancement of digitalization in companies and the gradual popularity of working from home, the issue
of external network security vulnerabilities in enterprises has become increasingly prominent. This paper conducts a comprehensive
study on the risk of data loss in the extranet, which mainly includes malicious attacks on the Internet, employee noncompliance
operations, outsourcing supplier risks and potential threats caused by the development of information technology. On this basis, based
on the standard GB/T45577-2025 Data Security Technology Data Security Risk Assessment Method, a four tiered data leakage risk
assessment model is established, which consists of asset identification, threat analysis, vulnerability assessment and risk quantification,
and forms a multi-level evaluation index system. Design a comprehensive control mechanism for the identified risk items from four
aspects: technical means, management system, education and training, and emergency response; Finally, the implementation of
prevention and control measures and the construction of long-term mechanisms will be explained in four aspects: phased
implementation, real-time monitoring and review, regular review and update, and effectiveness assessment.
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